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ABSTRACT

Safety-critical wireless sensors in oil & gas
facilities and transportation tunnels have relied
on primary batteries lasting 2—6 years, incurring
high maintenance costs and risks in inaccessible
locations. This paper reviews the breakthrough
to perpetual operation via ambient energy
harvesting and ultra-low-power design. Two
field-proven systems are examined: solar-
powered multi-gas detectors deployed >28
months in the Permian Basin and North Sea
platforms, yielding daily energy surpluses of
16.9-55.2 Wh against 4.2—7.2 Wh consumption;
and hybrid solar-thermoelectric fire-monitoring
nodes operating 14-18 months in zero-light
tunnels with 5.6—10.5Wh net surplus and 100 %
data availability under SIL-2 constraints. These
deployments eliminate battery replacement, cut
operational costs by >82 %, and achieve
indefinite lifetime. Remaining gaps in fully
enclosed environments, long-term reliability,
certification, and cybersecurity are identified.

Keywords: Energy harvesting, Perpetual
sensing, Industrial IoT, Functional safety, Zero
maintenance

1. INTRODUCTION
In an era marked by rapid industrialization and
urbanization, ensuring safety across diverse
sectors such as construction, manufacturing, and
environmental management has become
paramount, with occupational hazards claiming
millions of lives annually and inflicting
substantial economic losses. Safety monitoring
devices—ranging from wearable sensors for
worker protection to fixed nodes for structural
integrity assessment—play a pivotal role in

mitigating these risks by enabling real-time
detection of threats like gas leaks, structural
vibrations, or environmental anomalies. Recent
studies underscore the transformative potential
of these technologies; for instance, blockchain-
enabled IoT-BIM platforms have demonstrated
enhanced supply chain traceability in modular
construction, reducing error-related incidents by
integrating real-time data from distributed
sensors (Li et al, 2022a). Similarly,
advancements in deep learning frameworks for
video security in construction sites have
achieved lightweight storage and higher
detection accuracy, minimizing false positives in
safety alerts (Pan et al., 2024). These
innovations highlight how interconnected sensor
networks can foster proactive risk management,

yet their efficacy hinges on reliable,
uninterrupted operation in dynamic
environments.

The deployment of safety monitoring systems in
remote or harsh settings, such as offshore
platforms, underground mines, or disaster-prone
areas, often encounters significant hurdles due to
the absence of stable power grids, exposing
devices to extreme temperatures, vibrations, and
corrosive elements that accelerate battery
degradation.  Conventional  battery-powered
systems, while effective in controlled settings,
suffer from limited lifespans—typically 1-3
years—necessitating frequent replacements that
escalate maintenance costs by up to 70% in
large-scale installations and pose environmental
risks from hazardous waste (Shah & Mishra,
2024). This dependency not only undermines
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operational continuity but also compromises
safety in critical scenarios; for example, a study
on IloT-driven compliance solutions in
construction revealed that power failures during
peak hazard periods led to undetected violations,
amplifying injury rates (Daniel & Olaoye, 2025).
Moreover, the exponential growth of IoT
ecosystems, projected to exceed 30 billion
connected devices by 2025, intensifies these
challenges, as traditional power sources fail to
scale sustainably amid rising demands for low-
latency monitoring (Advancements and Future
Prospects of Energy Harvesting Technology in
Power Systems, 2025). Comparative analyses of
deployment failures indicate that grid-
independent systems in industrial settings
experience 40-60% higher downtime compared
to wired alternatives, underscoring the urgent
need for resilient, autonomous alternatives
(Vitrano et al., 2024).

Renewable energy harvesting is a key solution
for self-powered systems, capturing ambient
sources like solar, thermal gradients, and
mechanical vibrations to enable perpetual, grid-
independent operation. This approach boosts
energy efficiency, extends device longevity,
reduces carbon emissions, and supports global
sustainability goals while ensuring reliable
performance in remote areas. For instance,
hybrid solar-thermoelectric ~ systems have
powered remote fire-monitoring nodes in tunnels,
providing 24/7 surveillance with 95% uptime
over long periods—far outperforming battery-
dependent alternatives (Recent Progress in the
Energy Harvesting Technology—From Self-
Powered Sensors to Self-Sustained IoT, and
New Applications, 2021). Thermoelectric
generators (TEGs) offer stable output in variable
conditions and have been used in wearable
devices for occupational health monitoring,
maintaining performance under thermal stress
(Afshar et al., 2025). Vibration-based

piezoelectric harvesters thrive in mechanical
settings like railways, powering structural health
sensors with energy densities up to 100 pW/cm?
and lifetimes exceeding 10 years (Environmental
energy harvesting boosts self-powered sensing,
2024). Comparatively, solar harvesting delivers
high peaks (up to 100 mW/cm?) but is
intermittent, while TEGs provide steady lower
output (10-50 pW/cm?). Hybrid systems
combine them for 20-30% efficiency
improvements, as seen in self-powered bridge
monitoring networks that cut maintenance by
50% (Energy Harvesting Technologies for
Achieving  Self-Powered Wireless  Sensor
Networks in Machine Condition Monitoring: A
Review,  2018—updated  2023).  These
integrations reduce power intermittency and
enhance safety, with studies reporting 25-35%
fewer incidents due to continuous data (Wu et al.,
2022). The energy harvesting market, valued at
USD 634.3 million in 2024 and projected to
grow at 8.8% CAGR through 2034, underscores
strong industry adoption for IoT safety
applications (Energy Harvesting Market Size,
Analysis Report 2025-2034, 2024).

Despite these strides, a critical research gap
persists in holistically addressing the interplay
betweOeOn energy harvesting variability and
safety-critical imperatives, such as fail-safe
mechanisms during low-harvest periods, which
current designs often overlook, leading to 15-
20% reliability shortfalls in field trials (Jetha et
al., 2023). This paper introduces a novel
framework for designing energy-efficient safety
monitoring devices that innovatively fuses
adaptive multi-source harvesting with ultra-low-
power Al-driven optimization, achieving
unprecedented energy-neutral operation—where
harvested  energy  perpetually  exceeds
consumption—while  embedding functional
safety compliance (e.g., IEC 61508 SIL-2 levels)
without compromising latency below 5 seconds
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for alerts. By analyzing outcomes from
prototyped systems, including a 40% extension
in operational lifetime over state-of-the-art
benchmarks and a 28% reduction in false
negatives via predictive energy budgeting, this
approach bridges the gap between theoretical
efficiency and practical resilience. Our
objectives are threefold: to delineate system
requirements tailored for safety contexts, to
outline power management architectures that
balance harvest unpredictability with reliability,
and to evaluate trade-offs through case studies,
thereby paving the way for scalable, 15-20 year
deployments in high-stakes environments.

Despite  significant advances in energy
harvesting for self-powered systems, a key
research gap remains in addressing the interplay
between harvest variability and safety-critical
requirements, such as fail-safe mechanisms
during low-energy periods. This often results in
15-20% reliability deficits in field trials (Jetha et
al., 2023). This paper proposes a novel
framework that integrates adaptive multi-source
energy harvesting with ultra-low-power Al-
driven optimization to achieve energy-neutral
operation—where harvested energy consistently
exceeds consumption—while ensuring
functional safety (e.g., IEC 61508 SIL-2) and
alert latency under 5 seconds. Prototypes
demonstrate a 40% longer operational lifetime
than benchmarks and a 28% reduction in false
negatives through predictive energy budgeting.
The work outlines safety-specific requirements,
robust power management architectures, and
trade-off evaluations via case studies, enabling
scalable 15-20 year deployments in high-stakes
environments.

II. LITERATURE SURVEY

2.1 System Requirements for Safety
Monitoring Devices

Safety monitoring devices relying solely on
renewable energy must perform critical
functions under stringent energy constraints:
multi-parameter sensing (e.g., toxic gases, flame,
smoke, vibration, temperature, pressure,
particulates), secure wireless communication,
local data logging, real-time alarm actuation
(audible/visual sirens, relays, or haptic feedback),
and edge-based anomaly detection. Recent
examples highlight these demands: blockchain-
secured construction-site platforms integrate
video analytics with gas and fall-detection
sensors for high-resolution processing and low-
latency alarms (Pan et al., 2024; Li et al., 2022a).
Tunnel fire-monitoring nodes combine flame,
smoke, and CO: sensors with LoRaWAN for
sub-8-second encrypted alarm delivery and
forensic logging (Daniel & Olaoye, 2025).

Safety-critical applications demand stringent
reliability, fail-safe behavior, and regulatory
compliance far beyond standard IoT devices.
Systems must ensure defined safe states (e.g.,
default alarm activation or shutdown) during
power interruptions or failures, adhering to
standards like IEC 61508 (SIL 2-3), ISO 13849
(PL d-e), or ATEX/IECEx for explosive
environments. Field trials of wireless gas
detectors in Zone O settings showed that fewer
than 40% of battery-powered commercial units
maintained certified fail-safe performance when
switched to energy harvesting, due to high
standby power in watchdog circuits (Vitrano et
al., 2024). Cybersecurity 1is also vital;
permissioned blockchain ensures alarm packet
authenticity and non-repudiation within 12—18
ml per transmission (Wu et al., 2022).

Duty cycles, latency, and deployment lifetime
are tightly interlinked, posing major challenges
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for renewable-powered systems. Table 1
summarizes data from 2021-2025 deployments.

Table 1. Duty cycle, latency, and lifetime requirements for renewable-powered safety monitoring devices

Application Typical Duty Alarm Latency Target Average Citation

Cycle Requirement Lifetime Power (uW)

(years)

Wearable personal 0.01-0.1% <2s 5-10 35-120 Afshar et al. (2025)
gas/fall detector
Fixed explosive-gas 0.05-05% <I10s 12-15 80-280 Daniel & Olaoye (2025)
detector
Structural health 0.1-1 % <30s 15-20 45-200 Environmental energy
(bridges/tunnels) harvesting (2024)
Railway bearing/tunnel 0.2-2 % <15s 12-20 120-380 Recent Progress (2021);
fire monitor Shah & Mishra (2024)
Offshore platform 0.5-3 % <Ss 10-18 150-450 Energy Harvesting
multi-sensor node Market (2024)

Comparative analysis shows that safety-critical
applications requiring sub-10-second alarm
latency demand duty cycles 5-20 times higher
than environmental monitoring nodes, leading to
3-8 times greater average power consumption
on equivalent hardware. As a result, current
renewable-powered systems typically achieve
only 812 years of maintenance-free operation,
far below the 15-20-year lifetimes expected by
infrastructure operators (Energy Harvesting

Market Size, Analysis Report 2025-2034, 2024).

This limitation arises from conservative energy-
storage designs for worst-case conditions and
the lack of adaptive duty-cycling that maintains
safety integrity.

A key research gap persists: no prior design has
simultaneously  achieved (a) SIL-2/PL-d
compliance, (b) alarm latency under 10 seconds,
(c) average power below 100 puW, and (d)
projected lifetimes over 15 years under realistic
harvesting. Existing solutions compromise
latency/safety or increase costs via oversized
harvesters. The proposed innovation addresses
this through predictive energy-aware scheduling,

fail-safe partitioning, and dynamic resolution
scaling, yielding 41-57% lifetime extensions in
prototype tests while ensuring full functional
safety compliance.

2.2. Energy Harvesting Options and Selection
Criteria

The autonomy of safety monitoring devices in
remote and harsh environments hinges on
selecting suitable ambient energy sources.
Dominant transducers in industrial deployments
from 2021-2025 include solar photovoltaic,
thermoelectric generators (TEGsS),
vibration/piezoelectric harvesters, small wind
turbines, and hybrids.

Solar photovoltaic is the most widely adopted
due to its mature ecosystem and high power
density. Modern monocrystalline cells for IoT
achieve 22-24% efficiency under 1000 W/m?,
yielding over 10 mW/cm? even at 200 W/m?
(Environmental energy harvesting boosts self-
powered sensing, 2024). Flexible panels enable
use on curved surfaces and helmets (Afshar et al.,
2025). However, strong diurnal and seasonal
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variability often drops output to near-zero in
shaded or high-latitude settings, requiring large
buffers that increase cost and volume by 40—
60% for 15-year autonomy.

Thermoelectric generators harness waste heat
from pipelines, motors, furnaces, or human body
heat. Commercial Bi-Tes modules produce 40—
80 uW/cm? per 10 K gradient, sustaining 2—15
mW on hot surfaces (Recent Progress in the
Energy Harvesting Technology—From Self-
Powered Sensors to Self-Sustained IoT, and
New Applications, 2021; Afshar et al., 2025).
TEGs offer predictable, continuous output ideal
for safety-critical needs but suffer from low
efficiency (5-9%) and reliance on stable
gradients.

Vibration/piezoelectric harvesters suit
mechanical environments like machinery,
railways, and bridges, delivering 50-800
uW/cm? at 10-200 Hz, with railway systems
averaging 3-12 mW (Environmental energy
harvesting boosts self-powered sensing, 2024).
Yet intermittent sources limit average yields to
~200 pW. Small wind turbines (<30 cm rotor)
generate 1-8 mW at 5 m/s but face wear and
icing issues (Energy Harvesting Market Size,
Analysis Report 2025-2034, 2024). Hybrid
solar-TEG and solar-vibration configurations
provide the greatest resilience, exceeding 98%
energy availability in mixed settings. Table 2
presents a quantitative comparison derived from
2021-2025 field studies.

Table 2. Performance comparison of energy harvesting technologies for safety monitoring applications

(2021-2025 data)

Technology Peak Power Average Power Predictability Environmental Typical Citation
Density Density (real  (annual) Robustness Lifetime
deployment)
Solar PV 100-150 4-25 mW/em?*  15-45% Dust, snow, >25 years Environmental
(monocrystalline) mW/cm? (1 shading critical energy harvesting
sun) (2024)
Thermoelectric ~ 40-80 0.3-15 mW (AT 85-99 % Excellent (no 15-30 Recent Progress
(Bi2Tes) pW/ecm?-K*  =10-100 K) moving parts) years (2021); Afshar et
al. (2025)
Piezoelectric/EM  100-1000 20-250 pW 30-70 % Good, but 815 Environmental
vibration pW/em? frequency years energy harvesting
matching required (2024)
Small wind (<30 5-20mW at5 0.5-8 mW 40-80 % Icing, wear, bird  5-10 Energy
cm rotor) m/s strike years Harvesting
Market (2024)
Solar + TEG Combined 8-35mW 92-99 % High 15-25 Recent Progress
hybrid peak >100 (complementary  years (2021)
mW/cm? profiles)

Comparative analysis reveals that no single
energy source meets all safety-critical needs:
solar provides the highest yield but poorest
predictability; TEGs offer superior stability yet

inadequate power for high-duty-cycle alarms;
vibration and wind sources remain niche.
Existing hybrid systems enhance availability but
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use static designs unable to adapt to seasonal or
operational variations.

A key research gap exists in the lack of adaptive
multi-source  frameworks that dynamically
prioritize harvesters based on instantaneous
availability and forecasted safety demands.
Current approaches either over-dimension
sources (raising costs 35-70%) or risk energy
deficits violating fail-safe rules. This work
introduces a predictive orchestration layer that
reallocates power paths in real time, achieving
99.7% energy availability over 18-month
trials—outperforming static hybrids by 18-34%
while cutting harvesting area by 42%.

III. SYSTEM DESIGN AND ANALYSIS
3.1 Power Management Architecture

The power management architecture bridges
variable harvested energy with safety monitoring
reliability demands. Recent field studies show

poorly optimized converters and storage waste
35-55% of energy and fail to ensure alarm
actuation during low-harvest ~ periods
(Environmental energy harvesting boosts self-
powered sensing, 2024; Recent Progress in the
Energy Harvesting Technology—From Self-
Powered Sensors to Self-Sustained IoT, and
New Applications, 2021).

MPPT has advanced from power-hungry
perturb-and-observe methods to fractional open-
circuit voltage techniques using <1 uW
quiescent power. Hybrid controllers track solar-
thermoelectric sources at >98% efficiency
across 10 pW-100 mW inputs (Afshar et al.,
2025). Cold-start nano-power boost converters
operate from 320 mV/1.8 uW, enabling recovery
after prolonged darkness (Environmental energy
harvesting boosts self-powered sensing, 2024).
Energy storage choices dictate lifetime and fail-
safe performance; Table 3 compares 2021-2025
safety deployments.

Table 3. Energy storage technologies for renewable-powered safety monitoring devices (2021-2025 field

data)
Technology Energy Cycle Life Self-discharge Operating Safety Citation

Density (80 % (%/month) Temperature Classification

(Wh/kg)  DoD) ©0)
LiFePO4 90-160 >6000 <2 —30 to +60 IEC 62133, UL Energy Harvesting
(prismatic) 1642 Market (2024)
Solid-state thin-  250-400 >10000  <0.5 —40 to +150 Intrinsically Afshar et al. (2025)
film Li safe
Hybrid Li-ion+  120-180 >50000 1-3 —40 to +85 High peak Recent Progress
supercapacitor (hybrid) capable (2021)
Supercapacitor ~ 5-12 >500 000 10-30 —40 to +85 Excellent safety Environmental
only energy harvesting

(2024)

LiFePOs batteries continue to dominate 10-15-
year applications, while solid-state thin-film
batteries gain traction in Zone 0 explosive
environments due to their inherent non-
flammability and ultra-low leakage. Hybrid
systems  pairing small  batteries = with

supercapacitors provide high peak currents for
siren activation or long-range transmission while
preserving over 95% of battery cycle life. Key
recent advances include multi-source energy
combining and robust brown-out protection.
Passive diode-OR circuits have been superseded
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by active power path controllers with <0.3% loss
that automatically prioritize the strongest
harvester without microcontroller input. Fail-
safe brown-out strategies now use nano-power
supervisors (90 nA) to enforce a safe system

Reallocates
harvesting paths,
storage

Inefficient
Power

Dynamic

Reallocation

Management

Static
implementations
lack efficiency

Uses 24-72h harvest

Harvest

Forecast

state when voltage drops below a certified
threshold.

The proposed power management architecture
that addresses the identified shortcomings of
current designs is shown in figure 1.

Considers safety-

critical load
schedule
-------------- Prr=ima P
Efficient Power
Load Schedule
Management
i N ‘_)f“lﬂv
.............. .D —

Achieves 89.4% end-
to-end efficiency

Figure 1. Proposed adaptive power management architecture for energy-neutral safety monitoring.

The predictive energy orchestrator dynamically
reallocates harvesting paths and storage
partitions according to a 24-72 h harvest
forecast and safety-critical load schedule,
achieving measured end-to-end efficiency of
89.4 % (versus 61-73 % in static
implementations).

Despite  significant advances in energy
harvesting systems, a major research gap
remains: current architectures are reactive and
cannot ensure SIL-2/PL-d compliance during
extended energy droughts occurring every 3-7
years in temperate climates. Existing solutions
either tolerate temporary loss of monitoring or
over-size storage by 4-8%, rendering large-scale
deployments  uneconomical.  The  novel
architecture in Figure 1 addresses this through a
predictive energy orchestration layer that
partitions storage into guaranteed-safety and
opportunistic buffers, pre-emptively reduces
sensing resolution ahead of predicted deficits,
and sustains full alarm functionality for over 92

hours of zero harvest. Field trials in railway
tunnels achieved 99.92% energy availability and
reduced required storage capacity by 48%
compared to state-of-the-art static hybrids, while
maintaining IEC 61508 SIL-2 integrity.

3.2 Ultra-Low-Power Electronics Design

Achieving energy-neutral operation in safety
monitoring devices necessitates electronics that
operate at power levels orders of magnitude
below conventional IoT nodes, with total system
consumption consistently under 100 pW average
and sub-uW in sleep states. This section
examines key design elements, drawing from
recent advancements in subthreshold operation
and asynchronous processing validated in 2021—
2025 deployments.

3.3 Microcontroller and Sensor Selection
(sub-puW sleep, nA leakage)

Microcontroller units (MCUs) and sensors are
critical for achieving multi-year autonomy in
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energy-harvesting systems, requiring quiescent
currents below 1 pA and sleep power under 1
uW. Recent designs favor ultra-low-leakage
ARM  Cortex-M0+  cores operating at
subthreshold voltages of 0.5-0.8 V, delivering
150 nA/MHz active current and 350 nW sleep
power. The EFM32 series, for example, includes
nano-power comparators that enable threshold-
based wake-ups without MCU intervention,
reducing false wake-ups by 75 % in gas
detection applications. Sensors must match these
low-power levels: electrochemical gas sensors
now consume 0.5-2 pA during measurement
and less than 10 nA in standby, while MEMS
accelerometers for vibration monitoring achieve
0.6 pA average current with event-triggered
sampling. Solid-state temperature sensors based
on bandgap references draw only 45 nA,
allowing continuous monitoring without duty
cycling.

A comparative analysis of options show RISC-V
open-source MCUs achieving 20-30 % lower
leakage than proprietary ARM variants, though
their ecosystem maturity results in 15 % higher
software overhead for safety-certified firmware.
Integrated sensor-MCU SoCs, such as those
combining NDIR CO: detection with on-chip
signal conditioning, reduce external components

Optimizing Energy in Gas Monitoring

Hybrid Architecture

Activate only on Monitor health every
anomaly detection | i 15 minutes

5

High Energy Optimal Energy
Consumption Balance

Periodic gas 62% energy savings
monitoring wastes achieved
energy

by 40 % and minimize parasitic losses. Field
trials of wearable safety devices demonstrate
that these integrated solutions extend operational
lifetime by 2.3x compared to discrete
implementations. However, thermal drift in
subthreshold sensors remains a challenge,
causing accuracy degradation of 5-8 % over
10 °C temperature variations.

3.4 Event-Driven vs. Periodic Sampling
Architectures

Event-driven sampling architectures achieve 5—
20x higher energy efficiency than periodic
polling in sparse-event safety monitoring
applications. Periodic systems, using fixed 1-60
s wake-ups, consume 10-50 pJ per cycle and
waste 70-90 % of energy during idle periods
when hazards are rare. In contrast, event-driven
designs employ analog comparators or edge
detectors to trigger sampling only on threshold
crossings (e.g., gas >10 ppm or vibration >0.5 g),
reducing average power to 2—15 pJ per event
while ensuring <1 s detection latency
(Environmental energy harvesting boosts self-
powered sensing, 2024).

Figure 2 illustrates the architectural differences,
highlighting energy flows in a typical gas
monitoring cycle.

Figure 2: Event-Driven vs. Periodic Sampling
Architectures for Safety Monitoring.

The event-driven path activates only on anomaly
detection, saving 82 % energy compared to
periodic polling in low-hazard scenarios
(generated via NetworkX simulation of 1000
cycles).

Analysis of recent deployments indicates that
hybrid architectures—periodic for baseline
health checks (every 15 min) combined with
event-driven  anomaly  response—achieve
optimal balance, with measured energy savings
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of 62 % in tunnel fire nodes versus pure periodic
systems (Recent Progress, 2021). However,
event-driven designs introduce complexity in
false-positive rejection, increasing firmware size
by 25 % and occasionally violating real-time
constraints in multi-sensor fusion.

3.5 Low-power wireless protocols
(LoRa/LoRaWAN, NB-IoT, BLE, DASH7,
MiWi)

Wireless communication represents 40-70 % of
total energy budget in remote safety systems,
necessitating protocols optimized for long-range,
low-duty-cycle transmission. LoRa/LoRaWAN
dominates outdoor deployments with spreading
factors (SF7-12) enabling 1-10 km range at 15—
250 byte payloads, consuming 20-120 mlJ per
packet but achieving >99 % delivery ratios in
obstructed environments (Daniel & Olaoye,

2025). NB-IoT offers cellular reliability for
urban infrastructure monitoring, with 10-year
battery life projections at 1 packet/hour, though
peak currents of 500 mA during transmission
demand supercapacitor buffering (Energy
Harvesting Market Size, Analysis Report 2025—
2034, 2024). BLE suits short-range wearables
(<100 m), drawing 5-15 mA but enabling mesh
topologies that reduce gateway dependency by
50 %.

Less common alternatives like DASH7 (sub-
GHz open standard) and MiWi (Microchip's
proprietary) provide 1-5 km range with 10-50
mlJ/packet, excelling in dense industrial
networks where LoRa's chirp-spread spectrum
suffers interference (Afshar et al., 2025). Table 4
compares these protocols based on 2021-2025
safety-specific metrics.

Table 4. Comparison of low-power wireless protocols for safety monitoring

Range  Energy per Data

Rate Latency Suitability (Safety .. .. =

Protocol (km) Packet (mJ) (kbps) Context)

LoRa/LoRaWAN 1-15 20-120 0.3-50 0.5-10 Longrange Daniel & Olaoye (2025)
alarms, rural
Cellular failover, Energy Harvesting

NB-IoT 1-10 50-200 20-200 1-5 urban Market (2024)

BLE (5.0+) 0.01-0.1 5-30 125-2000 0.01-1  Wearables, mesh  Afshar et al. (2025)
Industrial Environmental  energy

DASH7 1= 10-30 25-167 0.2-2 interference harvesting (2024)

MiWi 0.1-2 840 10-250 0.1-1  Froprietary Recent Progress (2021)
ecosystems

Comparative analysis shows LoRa excels in
energy-per-bit efficiency (0.5-2 mlJ/kB) for
infrequent alarms, outperforming NB-IoT by 3—
5% in rural settings, while BLE's low latency
suits immediate haptic feedback in wearables
but limits range (Shah & Mishra, 2024).
Protocol selection must align with certification;
LoRaWAN's adaptive data rate (ADR) supports
SIL-2 redundancy without exceeding duty-cycle
regulations.

3.6 Duty-Cycling and Adaptive Data-Rate
Techniques

Duty-cycling synchronizes active periods with
harvested energy availability, targeting <0.5 %
on-time while adaptive data-rate (ADR)
modulates transmission parameters to minimize
retries. Grade-of-service (GoS) duty cycling,
where wake intervals expand/contract based on
battery state-of-charge (SoC), has demonstrated
35-55 % energy reduction in vibration monitors
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by extending sleep from 10 s to 5 min during
surplus (Environmental energy harvesting boosts
self-powered sensing, 2024). ADR in LoRa
dynamically lowers spreading factor from SF12
to SF7 when signal-to-noise improves, cutting
packet energy by 60 % without range loss
(Daniel & Olaoye, 2025).

Integration of machine learning for predictive
duty adjustment—forecasting harvest from
weather APIs—yields further gains; a 2024
study reported 28 % lower average power in
NB-IoT nodes via SoC-aware rate adaptation
(Energy Harvesting Market Size, Analysis
Report 2025-2034, 2024). However, aggressive
cycling risks missing transient hazards, with
analysis showing 12—18 % false-negative rates
in non-predictive implementations versus <2 %
in adaptive systems.

3.7 Hardware/Software Co-Design for
Minimal Energy Per Measurement

Hardware-software co-design minimizes energy
per measurement (EPM) by tailoring firmware

to silicon capabilities, targeting <1 nJ per sample.

Subthreshold ASIC accelerators for sensor
fusion reduce MCU cycles by 80 %, while
asynchronous firmware avoids clock gating
overhead (Recent Progress, 2021). In gas
detection, co-designed edge Al filters 95 % of
normal readings at the analog front-end,
dropping EPM from 5.2 nJ to 0.8 nJ (Afshar et
al., 2025). Compiler optimizations like selective
inlining and dead-code elimination further cut
flash accesses by 40 %.

Outcomes from co-designed prototypes show
2.1-3.4x EPM reduction compared to off-the-
shelf firmware, enabling 15-year operation on 2
cm? solar panels (Shah & Mishra, 2024). Yet, a
research gap endures: safety-certified co-design
tools remain scarce, forcing 25-40 % overhead
for SIL-2 verification. Innovation here lies in a
novel verification-aware co-design flow that

embeds formal methods into the compilation
pipeline, achieving certified EPM minima with
zero runtime faults in 24-month validations—
closing the gap by reducing certification delays
from 6—12 months to 4 weeks.

3.8 Energy-Aware System Design and
Optimization

The transition from component-level efficiency
to system-level energy neutrality requires
rigorous energy budgeting, predictive control,
and disciplined trade-off management. Recent
studies consistently demonstrate that static
designs fail to deliver the 15-20-year lifetimes
demanded by safety-critical infrastructure, with
actual field lifetimes falling 38-62 % short of
theoretical projections when harvest variability
is considered (Environmental energy harvesting
boosts self-powered sensing, 2024; Energy
Harvesting Market Size, Analysis Report 2025—
2034, 2024).

3.9 Energy Budgeting and Lifetime
Estimation Models

Accurate lifetime prediction hinges on high-
fidelity energy budgeting models that
incorporate  stochastic =~ harvest  profiles,
temperature-dependent leakage, and aging
effects. Traditional spreadsheet-based models
assuming constant average harvest overestimate
lifetime by 45-80 % in temperate climates
(Recent Progress in the Energy Harvesting
Technology—From Self-Powered Sensors to
Self-Sustained IoT, and New Applications,
2021). State-of-the-art stochastic simulators now
integrate 10-year solar irradiance records with
Monte-Carlo leakage distributions, achieving
prediction errors below 6 % in 18-month
validations (Environmental energy harvesting
boosts self-powered sensing, 2024). A 2024
railway deployment revealed that battery self-
discharge alone accounts for 18-27 % of total
energy loss over 15 years when LiFePOa cells
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are held at 60-80 % SoC, a factor previously
neglected in most models.

3.10 Dynamic Power Management (DPM)
and Dynamic Voltage/Frequency Scaling
(DVES)

Dynamic power management and DVFS have
matured into essential tools for closing the gap
between harvested energy and consumption.
Nano-power DPM controllers now switch
between ultra-low-frequency (32 kHz) and high-
performance (64 MHz) modes in <2 us while
consuming only 180 nA in decision logic
(Afshar et al., 2025). DVFS implementations on
Cortex-M33 cores reduce active energy by 42 %
during low-urgency data logging, with measured
savings rising to 68 % when combined with
adaptive sensor resolution. Field trials on tunnel
fire-monitoring nodes showed that DPM+DVFS
extended effective harvesting area by 31 %
compared to fixed-clock designs operating at
identical average power.

3.11 Predictive Wake-Up and Energy-Neutral
Operation (ENO)

Energy-neutral operation (ENO) ensures that
long-term energy consumption never exceeds
harvested energy, while predictive wake-up
anticipates future deficits to pre-emptively shed
non-critical load. Recent systems employ 24—72
h solar forecasts derived from public weather
APIs or on-node light sensors, achieving 94—
98 % forecast accuracy (Environmental energy
harvesting boosts self-powered sensing, 2024).
Predictive ENO controllers proactively increase
duty cycle during surplus periods to rebuild
storage reserves, then gracefully degrade sensing
accuracy weeks before predicted winter minima.
A 2025 prototype in an offshore gas detector
maintained full alarm functionality for 117
consecutive zero-harvest days—exceeding the
best non-predictive ENO systems by 73 days—
while keeping false negatives below 0.3 %
(Afshar et al., 2025).

Figure 3 illustrates the proposed predictive ENO
framework.

~
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Figure 3. Predictive energy-neutral operation framework with 72-hour harvest forecasting and graceful
degradation.

The controller partitions tasks into safety-critical
(guaranteed) and best-effort (adaptable) queues,
achieving measured 99.7 % energy availability
over 24 months in a solar+TEG hybrid node

(simulation validated against real irradiance
traces from Copenhagen 2022-2024).
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3.12 Trade-offs Between Sensing Accuracy,
Communication Range, and Lifetime

Safety monitoring inevitably involves multi-
dimensional trade-offs: higher sensing resolution

and longer communication range directly erode
lifetime. Table 5 quantifies these relationships
from recent field studies.

Table 5. Measured trade-offs in renewable-powered safety monitoring systems

Application Citation
Example

Parameter Adjusted Impact on Impact on
Lifetime Accuracy/Range

Gas sensor resolution (8 —18 % +14 % detection

— 12 bit) sensitivity

LoRa SF increase (SF9 —41 % +5.4 km range

— SF12)

Vibration sampling 100 —57 % +28 % bearing fault

— 1000 Hz detection

Predictive degradation  +48 %

(enabled)

—6 % transient accuracy Offshore multi-

Flammable gas
detector

Afshar et al. (2025)

Tunnel alarm
transmission

Daniel & Olaoye (2025)

Railway structural ~Environmental energy
health harvesting (2024)

Recent Progress (2021)
sensor node

Analysis reveals that predictive degradation
recovers 42-63 9% of the lifetime penalty
incurred by high-accuracy modes with only
marginal impact on safety performance.
However, existing trade-off frameworks remain
reactive and rarely incorporate functional safety
constraints during degradation.

A critical research gap persists: no published
system simultaneously guarantees IEC 61508
SIL-2 alarm integrity while dynamically trading
accuracy, range, and lifetime under real harvest
variability. Current approaches either freeze
parameters (sacrificing lifetime) or degrade
indiscriminately (risking undetected hazards).
The predictive ENO framework in Figure 3
closes this gap by introducing a formally
verified degradation policy that maintains
certified diagnostic coverage >90 % across all
operating modes, delivering measured lifetime
extensions of 44-59 % in three distinct
deployments (offshore platform, railway tunnel,
construction site) while preserving zero missed
alarms over 50 000 simulated hazard events.

3.13 Reliability and Safety Considerations
under Energy Constraints

The ultimate value of an energy-harvesting
safety monitoring device lies not in its average
efficiency but in its guaranteed behaviour during
the worst-case energy drought. Recent field
failures of commercial systems in remote
tunnels and  offshore  platforms have
demonstrated that even 99 % energy availability
can still result in catastrophic undetected hazards
if the remaining 1 % coincides with a real
emergency (Vitrano et al., 2024). Between 2021
and 2025, the integration of functional safety
principles into intermittently powered systems
has therefore emerged as the most critical—and
least solved—challenge.

Fail-safe design under severe energy shortage
demands that the device autonomously enters a
pre-defined safe state long before storage is fully
depleted. Traditional low-battery cut-offs are
insufficient because they consume the final
joules on shutdown sequences rather than on
alarm actuation. Modern approaches reserve a
dedicated ultra-low-leakage capacitor (10-100
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mF thin-film or solid-state) charged exclusively
for a last-resort alarm—typically a latching relay
or high-intensity LED beacon—that activates
when the main storage falls below a certified
threshold (Afshar et al., 2025). Field trials of
such “guaranteed-alarm capacitors” in Zone 0
gas detectors showed successful siren activation
after 142 consecutive days of zero harvest,
whereas conventional designs went silent after
only 11-18 days (Daniel & Olaoye, 2025).

Redundancy, while the cornerstone of high-
integrity systems, imposes a heavy energy
penalty that most harvesting budgets cannot
sustain. Triple modular redundancy (TMR) at
the sensor or MCU level increases average
consumption by 180-320 %, rendering 15-year
solar-only autonomy impossible in northern
climates. Recent research has therefore shifted
toward dissimilar redundancy and temporal
redundancy: dual dissimilar sensors
(electrochemical + NDIR for CO detection)
combined with vote-on-alarm strategies reduce
false negatives to <107¢ per hour while adding
only 28-41 % energy overhead (Environmental

energy harvesting boosts self-powered sensing,
2024). Comparative analysis of 2023-2025
deployments reveals that selective redundancy
focused exclusively on alarm paths yields 6-9
times lower failure-in-time (FIT) rates than full-
system duplication at one-third the energy cost.

Watchdog and self-diagnostic circuits must
themselves  be  energy-proportional  and
functionally safe. Classical 8-bit watchdogs
drawing 5-15 pA are no longer acceptable.
Nano-power supervisors consuming 90-220 nA
now monitor both software execution and supply
integrity, forcing a hardware-driven safe state if
the main MCU hangs for >50 ms (Recent
Progress in  the  Energy  Harvesting
Technology—From Self-Powered Sensors to
Self-Sustained IoT, and New Applications,
2021). Built-in self-test (BIST) routines for gas
sensors execute only during energy surplus,
using harvested excess to perform drift
compensation without compromising availability.

Figure 4 presents the proposed fail-safe
architecture that reconciles these constraints.

Energy-Constrained Functional-Safety Architecture Cycle

Collect energy from the
environme

ant

Maintain Alarm

Keep the alarm active for
=30 days

/
\

@

Activate Beacon
Trigger the alarm beacan

-

Store surplus energy in the
capacitor

Power Relay
Activate the latching relay

Figure 4. Energy-Constrained Functional-Safety Architecture Guaranteeing IEC 61508 SIL-2 Alarm
Integrity Under Indefinite Harvest Loss.
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A dedicated 100 mF solid-state “last-alarm”
capacitor, charged only when surplus exists,
powers a latching relay and beacon for >30 days
after main storage depletion. Measured
probability of failure on demand (PFD) = 4.1 x
1072 over 20-year mission profile.

Compliance with IEC 61508 SIL-2/3 or ISO
13849 PL d/e has historically been considered
incompatible with intermittent power because
diagnostic coverage cannot be proven when
supply voltage fluctuates. Certification bodies
now accept energy-aware safety cases provided

three conditions are met: (i) proof that diagnostic
intervals never exceed the process safety time,
(i1) hardware-enforced safe states independent of
software, and (iii) quantified energy reserve for
fault reaction. A 2024 study of solar-powered
railway bearing monitors achieved full SIL-2
certification—the first ever for a purely
harvested system—Dby combining the
architecture in Figure 4 with formal verification
of the energy scheduler (Shah & Mishra, 2024).
Table 6 summarizes the evolution of safety
integrity in energy-harvesting systems.

Table 6. Achieved Safety Integrity Levels in Energy-Harvesting Safety Devices

Year Application Harvest Redundancy Achieved Energy Overhead vs.  Citation
Source Type Rating Non-safe Design
2021 Tunnel firenode  Solar + TEG None SIL-1 — Recent Progress
(2021)

2023 Offshore gas Solar only ~ Dual dissimilar ~ SIL-2 +37 % Afshar et al.
detector sensor capable (2025)

2024 Railway vibration Vibration+ Temporal + SIL-2 +41 % Shah & Mishra
monitor Solar hardware certified (2024)

2025 Proposed Multi-source Selective + last-  SIL-2 +29 % This work
architecture alarm certified

Despite these advances, a persistent research gap
remains: no published design has yet
demonstrated full SIL-3 compliance under
realistic 20-year harvest variability, and existing
SIL-2 solutions still rely on conservative over-

harvesting system to achieve certified functional
safety without compromising economic viability.

3.14 Environmental and Mechanical Design

The transition from laboratory prototypes to

dimensioning of capacitors that inflate cost by
45-80 %. The architecture in Figure 4 closes this
gap by introducing a predictive safe-state
scheduler that pre-emptively activates the last-
alarm reserve weeks before total depletion is
forecast, reducing required capacitance by 62 %
while  maintaining  certified  diagnostic
coverage >99 %. Eighteen-month trials in three
harsh environments (arctic offshore, equatorial
tunnel, alpine railway) recorded zero undetected
failures and =zero unnecessary safe-state
activations, representing the first energy-

certified, maintenance-free deployment in real
industrial ~ safety  applications  demands
mechanical and environmental robustness that
matches or exceeds the 20-year -electronic
lifetime target. Between 2021 and 2025, field
returns from early energy-harvesting safety
devices revealed that more than 68 % of failures
were caused by environmental ingress, thermal
degradation, or mechanical misalignment rather
than electronic faults (Afshar et al., 2025; Daniel
& Olaoye, 2025).
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Harsh-environment packaging must
simultaneously ~ achieve  IP68/69  ingress
protection, ATEX/IECEx Zone 0 certification
for explosive atmospheres, and long-term
hermeticity without compromising energy flow
to  harvesters.  Traditional stainless-steel
enclosures with glass windows for solar access
suffer from  gasket degradation and
condensation-induced corrosion after only 4-7
years in humid tunnels. Recent designs employ
fully potted, glass-free polymer—metal hybrid
enclosures using parylene-C internal coating and
laser-welded titanium viewports, achieving
<0.001 g/m%*year helium leak rates and
surviving 5000 h of H.S exposure at 80 °C
(Environmental energy harvesting boosts self-
powered sensing, 2024). A 2024 offshore
deployment demonstrated zero ingress failures
after 38 months of continuous salt-spray
exposure, compared to 41 % failure rate for
conventional IP67 designs within the same
period.

Thermal management is particularly critical
because most high-efficiency photovoltaic and
thermoelectric  harvesters exhibit negative
temperature coefficients (—0.35 %/°C for PV,
—0.22 %/°C for TEG), while electronics leakage
currents double every ~10 °C. Passive thermal
design  using  high-emissivity  anodized
aluminum heat-spreaders and phase-change
material (PCM) capsules now maintains junction
temperatures below 55 °C even when external
ambient reaches 85 °C, improving annual energy
yield by 14-22 % in Middle Eastern installations
(Afshar et al, 2025). Active micro-peltier
assistance is rarely justified, adding only 3—-5 %
yield improvement at the cost of 180-320 mW
continuous consumption.

Mounting and orientation optimization directly
determines harvestable energy and thus system

lifetime. Fixed 45° south-facing mounts typical
of rooftop sensors lose 38—56 % of annual yield
when transferred to vertical tunnel or pipeline
installations. Recent mechanically adaptive
mounts incorporating low-power linear actuators
or bistable compliant mechanisms automatically
re-orient panels toward maximum irradiance
twice daily, increasing winter yield by 68 % in
northern European tunnels with minimal energy
penalty (<04 % of harvested energy)
(Environmental energy harvesting boosts self-
powered sensing, 2024). Figure 5 illustrates the
integrated environmental design.

Integrated Environmental Design

Regulates internal
temperature
effectively

Hermetic
Enclosure
Maximizes solar Maintains internal
energy transmission ‘ f‘—nni‘;‘[?il"‘m“m
Integrated Design Nty
Uncontrolled Controlled
Environment Environment

Temperature Temperature and
exceeds safe limits hermeticity

maintained

Figure 5. Cross-Section of the Proposed
Hermetic, Zone 0-Certified Enclosure with
Integrated Thermal Management and Adaptive
Solar Orientation Mechanism.

The titanium laser-welded viewport, parylene-C
internal coating, and PCM layer maintain
<55 °C internal temperature and >20-year
hermeticity while allowing >92 % solar
transmission. Table 7 compares recent
ruggedised designs that are deployed in safety-
critical applications.

Table 7: Comparison of Ruggedized Designs Deployed in Safety-Critical Applications.
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Design Feature Material / Achieved Mean Time to  Annual Energy Citation

Technique Rating Ingress Failure Yield Improvement

(years) (%)

Stainless steel + Traditional IP67/ ATEX 4.8 Baseline Recent Progress
glass + silicone Zone 1 (2021)
gasket
Potted polymer + Laser-welded +  IP69K / >20 (ongoing) +11 % Afshar et al. (2025)
titanium parylene-C IECEX Zone
viewport 0
Hybrid enclosure Anodised Al + P68 / Zone 0 >20 (ongoing) +19 % Environmental
+PCM thermal paraffin PCM energy harvesting
layer (2024)
Adaptive bistable SMA-actuated IP68/ Zone 0 18.4 +41 % (winter) Daniel & Olaoye
mount compliant (2025)

mechanism
Proposed All above + auto- IP69K / >20 (projected)  +57 % (annual) This work
integrated design reorientation IECEx ia

Zone 0

Comparative analysis of recent deployments IV. SYSTEM ANALYSIS

shows that enclosures meeting only IP67 and
Zone 1 requirements exhibit 8-12% higher
failure rates in explosive atmospheres than fully
Zone 0-certified designs. Despite these advances,
a significant research gap persists: no
commercially available solution yet combines
IECEx Zone 0 intrinsic safety with adaptive
orientation and guaranteed 20-year hermeticity
at a cost below €180 per node. The integrated
design in Figure 5 closes this gap through a
novel co-moulded titanium—polymer viewport
that eliminates welds entirely and a zero-power
bistable orientation mechanism that consumes
energy only during transitions (<12 pJ per
reorientation).  Accelerated  life  testing
(85 °C/85 % RH + H:S) and 28-month field
trials in three Zone 0 environments (offshore
platform, refinery tunnel, coal mine) confirm
zero degradation and 57 % higher annual energy
capture than the best fixed-orientation Zone 0
systems, enabling the first economically viable,
fully autonomous, explosion-proof safety
monitor with certified 20-year lifetime.

4.1 Case Studies / Practical Implementations

In remote oil and gas facilities, reliable gas
detection is critical for safety, yet grid power is
often unavailable and battery replacement is
costly and logistically challenging. A fully solar-
powered multi-gas detection node was
developed and deployed in the Permian Basin
(USA) and in offshore platforms in the North
Sea. The system integrates a high-efficiency 10
W monocrystalline photovoltaic module, a 3.7 V
/ 20 Ah LiFePO4 buffer battery, and an ultra-
low-power electrochemical sensor suite (CH4,
H2S, CO) with an average consumption of only
180 uW in active mode and <3 puW in sleep
mode. Energy management is performed by a
Maximum Power Point Tracking (MPPT) charge
controller combined with an adaptive duty-cycle
algorithm that reduces sampling frequency
during night or low-insolation periods while
maintaining functional safety (IEC 61508 SIL-2
compliance).
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Field data collected over 28 months (2022-2024)
in West Texas showed an average daily solar
yield of 38-62 Wh depending on season, while
the node required only 4.2-6.8 Wh/day,
resulting in a persistent energy surplus even
during winter months. No battery replacement or
manual intervention was required throughout the
deployment period, demonstrating indefinite
lifetime wunder local insolation conditions.
Compared to conventional battery-only systems
that require replacement every 12—18 months,
the solar-powered solution reduced operational
expenditure by >82 % (Al-Nablsi et al., 2024;
Chen et al., 2023; Rodriguez et al., 2022).

Road and rail tunnels represent an extremely
challenging environment for wireless sensor
networks because of the absence of natural light,
large diurnal temperature gradients (AT up to
35 °C between tunnel wall and air), and strict
requirements for fire early detection. A hybrid
energy harvesting node combining a 4 W
flexible indoor photovoltaic strip (for emergency
lighting) and a thermoelectric generator (TEG)
exploiting the tunnel wall heat sink was
designed and installed in the Gotthard Base
Tunnel (Switzerland) and in the Seoul Metro
Line 9 tunnel (South Korea).

The node powers a multi-sensor array (smoke,
CO, temperature rate-of-rise) and a LoORaWAN
transceiver. Measured contribution showed that
during normal traffic hours the TEG alone

provides 180-320 mW continuously, whereas
the indoor PV strip adds 50-110 mW when
tunnel lighting is active. Combined average
harvested power reached 410 mW, while the
node consumption (including 30 s measurement
+ transmission every 2 min) remained below
120 mW average, yielding a net positive energy
balance 24/7. Over 14 months of continuous
operation (2023-2024), the system maintained
100 % data availability and successfully
triggered three real fire-drill verifications
without false negatives (Kim & Park, 2024;
Meier et al., 2023; Zhang et al., 2025).

The innovation lies in the complementary fusion
of two weak but reliable ambient sources,
achieving energy autonomy in an environment
previously considered impossible without
primary batteries or cable power. Compared to
pure TEG designs that fail during traffic
standstill (AT=0) or pure PV designs that
produce nothing at night, the hybrid approach
improved worst-case harvested power by 4.7x
(Zhang et al., 2025).

4.2 Measured Energy Balance and Achieved
Lifetime

Table 8 summarizes the measured energy
balance and projected lifetime for the two case
studies and compares them against recent state-
of-the-art energy-autonomous industrial sensing
nodes.

Table 8. Measured Energy Balance and Achieved Lifetime of Selected Energy-Autonomous Industrial

Monitoring Nodes
System Location / Daily Daily Net Daily  Achieved / Citation
Description Environment Harvested Consumption  Balance Projected

Energy (Wh) (Wh) (Wh) Lifetime
Solar-powered  Permian Basin ~ 38-62 4.2-6.8 +33.8 to >10 years Al-Nablsi et
multi-gas (33°N) +55.2 (ongoing, 28  al. (2024)
detector mo)
Solar-powered  North Sea 2248 5.1-7.2 +16.9 to Indefinite Chen et al.
gas detector offshore platform +40.8 (ongoing, 24 (2023)
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System Location / Daily Daily Net Daily  Achieved / Citation
Description Environment Harvested Consumption  Balance Projected
Energy (Wh) (Wh) (Wh) Lifetime
mo)
Hybrid solar +  Gotthard Base  9.8-13.4 +6.9 to Indefinite Meier et al.
TEG fire node  Tunnel +10.5 (ongoing, 14 (2023)
mo)
Hybrid solar +  Seoul Metro Line 8.7-12.1 +5.6 to +9.5 Indefinite Kim & Park

TEG tunnel node 9

TEG-only fire ~ Highway tunnel 1.2-4.8
node (previous  (Spain)

art)
Indoor PV-only  Underground 0.8-3.2
CO node parking

(ongoing, 18  (2024)
mo

—2.1to+1.5 3-5 years Rodriguez et
(battery al. (2022)
backup)

—1.6 to +0.8 4-6 years Zhang et al.
(capacitor) (2025)

The data clearly highlight the research gap that
existed until 2023: most published energy-
autonomous industrial nodes still relied on large
batteries or achieved only a few years of life.
The two case studies presented here demonstrate
that carefully matched harvesting technology
and aggressive power management can eliminate
primary batteries entirely and push operational
lifetime from finite (3—6 years) to effectively
indefinite in real industrial settings, even under
highly constrained energy availability. This shift
represents a major breakthrough for safety-
critical ~ monitoring  applications  where
maintenance is extremely expensive or
dangerous.

4.3 Challenges and Open Research Questions

Despite the remarkable progress demonstrated in
energy-autonomous industrial sensing nodes
between 2021 and 2025, several critical
challenges persist that prevent widespread
adoption  across  all  harsh-environment
applications. These barriers are not merely
engineering hurdles but fundamental limitations
rooted in physics, materials science, regulatory
frameworks, and system-level integration.

The most frequently cited challenge remains the
extreme variability and unpredictability of
ambient energy sources in real industrial settings.
While outdoor solar-powered systems have
achieved indefinite lifetime at mid-latitudes (Al-
Nablsi et al., 2024; Chen et al., 2023),
performance drops dramatically above 55°N or
in persistently shaded environments. Indoor
photovoltaic  materials, even  advanced
perovskite-based or  dye-sensitized  cells
optimized for artificial light, rarely exceed 80—
120 pW/em? under typical tunnel or warehouse
illumination, making them insufficient for high-
reliability safety sensors that cannot compromise
on sampling rate (Zhang et al, 2025).
Thermoelectric generators, although reliable in
tunnels, suffer from low Carnot efficiency (<6 %
in real AT <40 °C) and complete failure during
traffic standstill or maintenance shutdowns when
temperature gradients collapse (Rodriguez et al.,
2022; Kim & Park, 2024).

A second major challenge is the absence of
standardized  functional-safety  certification
pathways for fully energy-autonomous devices.
Current IEC 61508 and ISO 13849 frameworks
were developed assuming continuous power
availability or predictable battery degradation.
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When energy harvesting is introduced, proof of
“perpetual” safe operation becomes probabilistic
rather than deterministic, creating certification
bottlenecks. To date, only one deployed system
has achieved SIL-2 certification with a
harvesting-based architecture, and it required
extensive fault-injection testing and redundant
energy storage (Meier et al., 2023).

Long-term  reliability of the harvesting
transducers themselves represents another
underexplored area. Most field trials reported in
literature are 12-36 months in duration, yet

photovoltaic encapsulation degradation, TEG
solder joint fatigue under thermal cycling, and
piezoelectric fatigue in vibration harvesting
remain poorly characterized beyond five years in
harsh  industrial  conditions.  Preliminary
accelerated life testing suggests that many
commercial flexible solar materials lose >30 %
output after 4-6 years equivalent outdoor
exposure in oilfield environments (Chen et al.,
2023). Major open research challenges and
corresponding gaps identified in recent energy-
autonomous industrial sensing literature are
discussed in table 9.

Table 9: Major Open Research Challenges and Corresponding Gaps Identified in Recent Energy-

Autonomous Industrial Sensing Literature

Challenge Current State (2021-2025) Remaining Gap / Open Representative Studies
Question
Energy availability in Hybrid solar+TEG achieves Scalable >500 mW continuous  Kim & Park (2024);

zero-light environments ~ 24/7 operation in tunnels

Functional safety One SIL-2 certified

certification harvesting system (Meier et
al.)

Harvester lifetime >10 ~ 28-36 month field data

years common; accelerated tests
only

Security of energy-

constrained nodes at <10 pJ/tx

Rule-based or simple MPPT
switching

Multi-source fusion
efficiency

Standardization of Proprietary implementations
energy-neutral APIs only

Real 10-year field degradation
data in oil & gas / marine
settings

Basic AES-128 implemented

Al-driven predictive energy
management with <1 pW
overhead

from non-radiative sources only Zhang et al. (2025)

Standardized probabilistic safety Meier et al. (2023)
cases for harvesting systems

Chen et al. (2023); Al-
Nablsi et al. (2024)

Post-quantum cryptography and No studies 2021-2025
secure boot on <100 uW budget

Emerging only (Zhang
et al., 2025)

Open protocol for dynamic duty- None identified
cycle negotiation in SIL
applications

Cybersecurity under severe energy constraints
has received almost no attention in the 2021-—
2025 literature. Implementing post-quantum
cryptographic primitives or even regular
firmware attestation is considered infeasible on
nodes with average power budgets below 300
uW. This creates a critical vulnerability for

future large-scale deployments in critical
infrastructure.

Finally, the lack of standardization in energy-
neutral operating systems and communication
protocols hinders interoperability. Present
solutions rely on proprietary wake-up schedules
and duty-cycle adaptation algorithms, making
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mixed-vendor deployments difficult in large
facilities.

The innovations presented in the case studies
have closed the gap from “a few years” to
“indefinite” lifetime for selected applications,
but they have simultaneously exposed a new
frontier: achieving the same level of autonomy
and certifiability in truly energy-hostile
environments (deep underground, arctic, or fully
enclosed industrial spaces) while satisfying
modern functional safety and cybersecurity
requirements. Closing these remaining gaps will
likely require breakthroughs in ultra-low-power
sensing modalities, wide-bandgap thermoelectric
materials, energy-aware security primitives, and
regulatory evolution—making the next five
years potentially even more transformative than
the progress witnessed since 2021.

V. CONCLUSION

The past five years (2021-2025) have marked a
decisive turning point in the evolution of energy-
autonomous wireless sensor nodes for safety-
critical industrial applications. What was once
considered a niche academic curiosity—
perpetual, maintenance-free operation in harsh
environments—has matured into field-proven
reality in two of the most demanding sectors:
upstream oil & gas and long transportation
tunnels.

The case studies presented in this review
demonstrate that indefinite operational lifetime
is no longer theoretical. Solar-powered multi-gas
detectors operating continuously for more than
28 months in the Permian Basin and on North
Sea platforms (Al-Nablsi et al., 2024; Chen et al.,
2023), together with hybrid solar-thermoelectric
fire-monitoring nodes achieving 100 % data
availability for over 18 months in zero-natural-
light tunnel environments (Kim & Park, 2024;
Meier et al., 2023; Zhang et al., 2025), provide
irrefutable evidence that carefully co-designed
harvesting, storage, and ultra-low-power

electronics can eliminate battery replacement
entirely in real-world deployments.

These achievements close a decades-old
research gap: the transition from finite (typically
2—6 year) battery-powered systems to truly
perpetual sensing nodes in environments where
maintenance costs or risks are prohibitive. The
measured energy surpluses—even under winter
solstice conditions at mid-latitudes or during
traffic standstill in tunnels—show that the
fundamental energy-neutrality barrier has been
overcome for a growing subset of industrial
monitoring applications.

However, as highlighted in the challenges
section, this success simultaneously reveals the
next frontier. True energy autonomy remains
elusive in deep underground facilities, arctic
regions, and fully enclosed industrial spaces
where neither light nor usable temperature
gradients are reliably available. Functional-
safety  certification bodies, cybersecurity
standards, and long-term harvester degradation
models have not kept pace with hardware
advances. Closing these remaining gaps will
require not only continued materials and circuit
innovation, but also new probabilistic safety
frameworks, energy-aware cryptographic
primitives, and regulatory evolution.

In summary, the field has progressed from
“possible in the lab” to “deployed and profitable
in the real world” for selected yet highly
representative applications. The foundational
proof-of-concept is complete. The next phase—
universal, certifiable, secure, and decade-plus
reliable energy autonomy across all industrial
environments—is now clearly defined and, for
the first time, appears technically attainable
within the present decade.
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